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Order Preserving Encryption (OPE) 

Secret Key Encryption Scheme s.t.  

• Plaintext and Ciphertext Spaces are intervals of the 

set of integers. 

• It satisfies the order-preserving property: 
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Application 

▌OPE can be used in encrypted outsourced database 

▌(Range Query) Because  OPE enables one to find documents m satisfying  

a<m<b  

without decrypting ciphertexts. 

▌ In fact, due to  the order-pres. property, one can find such m by checking 

whether 

EncK(a) < EncK(m) < EncK(b)  

     holds or not. 

EncK(m1) 

EncK(m2) 

EncK(m3) 

   .... Sec. Key K 

(untrusted) 

database 

manager 

EncK(a), EncK(b) 

EncK(mi) satisfying 

EncK(a)<EncK(mi)<EncK(b) 

database 

user 
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Subject and Results of This Paper 

▐ However, security of OPE is far from being understood at this time.  

 In fact,  a naturally defined indistinguishability notion (IND-O-CPA) cannot be 

achievable (under some natural condition) [1]. 

 

▐ In this paper we tackle the following fundamental problem for OPE: 

what exactly must OPE leak?,  

and what can it hide? 

 

▌And we show a positive results for it: 

Define a weaker indistinguishability notion, (X,T,q)-IND, for OPE than the 

known (unachievable) one while the known result[2]is about one-wayness 

•the notion is natural in the database setting mentioned before. 

•the notion can ensure that secrecy of lower bits of plaintext. 

Propose a new OPE scheme satisfying our indistinguishability notion. 

[1] Boldyreva, Chenette, Lee, O'Neill: Order-Preserving Symmetric Encryption. EUROCRYPT 

2009: 224-241 
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Rest of This Talk 

▌Our Definition of Indistiguishability Notion 

▌Our Results 

▌Construction of Our scheme 

▌Security Proof 
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▌Our Definition of Indistiguishability Notion 

▌Our Results 

▌Construction of Our scheme 

▌Security Proof 
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Review of (r,q+1)-WOW (Window-OneWay) 

EncK(m1) 

EncK(m2) 

.... 

EncK(mq) 

  

EncK(m*) 

database 

adversary A 

an interval 

I of length 

r 
EncK 

Unif m1 

Unif m2 

.... 

Unif mq 

“reference plaintexts” 

Unif m* 

“target plaintext” 

challenger (on behalf of an 

honest user of the database) 

Our security notion is obtained by modifying the following known one-way based 

notion, (r,q+1)-WOW [2] 

[2] Boldyreva, Chenette, O'Neill: Order-Preserving Encryption Revisited: Improved Security Analysis and Alternative 

Solutions. CRYPTO 2011: 578-595 
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bit d 

Our notion (X,T,q)-IND 

EncK(m1) 

EncK(m2) 

.... 

EncK(mq) 

  

EncK(m*) 

adversary A 

EncK 

X1 m1 

X2 m2 

.... 

Xq mq 

 Mg(m*[0],m*[1]) 

      m*[b]  m*  

Here X =(X1,...,Xq) be a tuple of (indep.) distributions on the Mess. Sp.  

Mg is polytime algo. 

called Message Generator 

challenger (on behalf of an 

honest user of the database) 

“reference plaintexts” 

“target plaintext” 

database 

Sec 

bit b 



Page 9 ©  NEC Corporation 2014 NEC Confidential 

Why |m*[0]-m*[1]| <T  ?  

▌
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Property of (X,T,q)-IND 

Our (X,T,q)-IND implies that the least significant log T bits of a 

plaintext are hidden from the adversary in our database setting. 

 

Proof (rough idea) 

▌Consider the following two messages: 

             m*[0]  : any message 

             m*[1]  : lower log T bits are selected randomly  

                         and the other bits are the same as those of m*[0]  

▌Then, it holds that  

|m*[0]-m*[1]| < T, 

which is our condition for (X,R,q)-IND. 

▌Hence, EncK(m*[0]) is indis. from EncK(m*[1]). 

▌Recall that the lower log T bits of m*[1] is random.  

▌This means that an adversary given EncK(m*[0]) cannot know the 

lower log T bits of m*[0]. 



Page 11 ©  NEC Corporation 2014 NEC Confidential 

▌Our Definition of Indistiguishability Notion 

▌Our Results 

▌Construction of Our scheme 

▌Security Proof 
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Our Result (Informal) 

▌
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▌

Our Result (Formal) 
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▌

Corollaries 
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▌We can show the following fact as well: 

 

Theorem: (Unifq,T,q)-IND implies (r,q+1)-WOW for suitable r. 

 

▌In particular, we can conclude the following corollary: 

 

     Corollary: Our scheme satisfies (Ms,q+1)-WOW for any 

0<s<1 

 

▌In the case of the known scheme [1], it is shown that  

▌the known scheme is (1,q+1)-WOW  

▌but it is not (Ms,q+1)-WOW for s > 1/2.  

Hence, our scheme achieve (r,q+1)-WOW for better parameter r than 

the known scheme [1]. 

(r,q+1)-WOW of Our Scheme. 
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▌Our Definition of Indistiguishability Notion 

▌Our Results 

▌Construction of Our scheme 

▌Security Proof 
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Construction (1/4)  

▌
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Construction (2/4) 

▌
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Construction (3/4) 

How to select D[i]: 

we set D[i]  small value with high probability,  

 but set it to a “large random value” with low probability. 

 

▌Specifically,  

Let p be a “small” fixed value. 

Take a coin r[i] which becomes 1 with high prob 1-p. 

if (r[i] = 1) 

•D[i]  small value (say, 1). 

Otherwise,   

•D[i]  {1,...,L},    

        where L = large value (say, 2poly(SecParam)) 

 

▌We take a value R in a similar manner  

 

 

$ 
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Construction (4/4) 

▌
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▌Our Definition of Indistiguishability Notion 

▌Our Results 

▌Construction of Our scheme 

▌Security Proof 
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▌
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▌Recall that we take D[i] as follows: 

with high probability D[i]  small value. 

with small probability D[i] becomes large random value. 

Since this 

interval is small, 

all D[i] in it are 

small with high 

prob. 

But since this inverval is 

large, it contains large D[i] 

with high prob. 

Since this inverval is 

large, it contains large 

D[i’] with high prob. 

large 

D[i] 

large 

D[i’] 
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large dist. 

Mess. Sp. 
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0 
small D[i] ... ... 
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▌

Page 

24 

EncK(m*[0])-EncK(mk) 

is sum of D[j] of this 

part.  

The difference of 

them is small, 

Hence, it is hidden 

by the large rand. 

value. 

Both of them contain the 

large rand. value. 

EncK(m*[1])-EncK(mk) 

is sum of D[j] of this 

part. 
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D[i] 
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D[i’] 
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m*[0] mk m2 m1 ml small 

dist. 
large dist. 

Mess. Sp. 

large dist. m*[1] 

0 
small D[i] ... ... 

The adversary, 

therefore, cannot know 

b. 
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▌Similarly, even if an adversary tries to know b from  

                              EncK(ml) - EncK(m*[b])           (for ml > m*[1]), 

     he cannot know it due to a similar reason. 

EncK(m*[0])-EncK(mk) 

is sum of D[j] of this 

part.  

The difference of them is 

hidden by this large rand. 

value. 

EncK(m*[1])-EncK(mk) 

is sum of D[j] of this 

part. 
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Conclusion 

▌OPE is very powerful for encrypted database  

▌but so far, security for it is poorly understood beyond just 

onewayness the encryption 

▌We proposed a new indistinguishability notion for OPE. 

▌This notion can ensure secrecy of lower bits of a plaintext. 

▌We construct a new OPE scheme which satisfies our new ind. 

notion. 

▌In some application hidden lower bits is significant security property 

like physical measurement, may be trade secret.  

▌Many question are remaining open. 
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Thank you 


